


Me di um 

Synopsis 

The remote service supports the use of medium, strength SSL ciphers. 

Description 

The remo te host supports the use of SSL ciphers that off er med ium strength encrypt ion. Nessus regards mediu m str ength as any encryption that uses key lengths at least 

64 bits and less than 112 bits, or else that uses the 3DES encrypti on suite. 

Note that it is considerably easier to circumvent med ium strength encrypt ion if t he att acker is on the same physical networ k. 

See Also 

https ://www.op enssl.org/ blog/b log/2 016/0 8/24/ swee t32/ 

Solution 

Re.conf igure the affected application if possible to avoid use of medium strength ciphers. 

Risk Factor 

Medium 

CVSS v3 .0 Base Score 

5.3 (CVSS:3.0/AV:N/ AC:l/PR :N/U l:NjS :U/ C:l /1:N/ A:N) 

CVSS Base Score 

S.0 (CVSS2# AV:N/ AC:l/ Au:N/ C:Pjl :N/ A:N) 

Plugin Information : 

Published: 2009/11/ 23, Modified: 2017/ 09/0 1 

Plugin Output 

tcp/443 

Here is the lis. t of med i um strengt h SSL ciphers. supported by the r emote ser ver 




