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Name

Apple Mac OS X Find-By-Content .DS_Store Web Directory Listing
SSL Medium Strength Cipher Suites Supported
Apache Server ETag Header Information Disclosure
SMTP Service Cleartext Login Permitted

SSH Server CEC Mode Ciphers Enabled

FTP Server Detection

HTTP Server Type and Version

SMTP Server Detection

SSH Server Type and Version Information
Traceroute Information

Web Server robots.txt Information Disclosure

SSL Certificate Information



Medium

Synopsis

The remote service supports the use of medium strength SSL ciphers.

Description

The remote host supports the use of SSL ciphers that offer medium strength encryption. Nessus regards medium strength as any encryption that uses key lengths at least
54 bits and less than 112 bits, or else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength encryption if the attacker is on the same physical network.

See Also

https://www.openssl.org/blog/blog/2016/08/24/sweet32/

Solution

Reconfigure the affected application if possible to aveid use of medium strength ciphers.

Risk Factor

Medium

CVSS v3.0 Base Score

5.3 (CVSS:3.0/AV:N/ACL/PRIN/ULN/S:U/CL/ N fA:N)

CVSS Base Score

5.0 (CVSS2EAVN/ACLAAUN/CR/EN/AN)

Plugin Information:

Published: 2009/11/23, Modified: 2017/09/01

Plugin OQutput

top/a43

Here is the list of medium strength S5L ciphers supported by the remote server :





